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In the post 9-11 real world, thanks to heightened security measures, an airport terminal is one of the
safest places for travel. But in the virtual world, it's still extremely vulnerable.

A recent research note by a leading Symantec engineer warned of potential "scareware," which is a
fake anti-virus software system that appears on your computer, floating through a Wi-Fi network in an
airport terminal. Web security experts say this type of malware is just one of the many examples of the
threats that occur in Wi-Fi hotspots.

"If you're traveling away from home or the workplace where there is a degree of control, as soon as you
connect to someone else's network, whether its' an airport terminal, café, hotel or whatever, you're
exposed to an internet that you are not in control of," said Paul Wood, senior analyst at Symantec.

An unsafe network means hackers have an easier time spying on potential victims. Once they're on the
open Wi-Fi, hackers can sniff out anything that's transmitted through that network. For example, Wood
says a hacker could install a key logger on an unsuspecting victim's computer. With that key logger, the
hacker would know exactly what that person was typing.

"That means if you log onto social networks or webmail, the hacker will know your passwords. Social
networks are attractive to criminal activity because you can use trusted relationships to spread
malware. If I send you a link, and you trust me, you'll probably click on that link. What you don't know is
that's taking you to a website with malicious content," Wood said.

Jeremiah Grossman, chief technology officer and co-founder of WhiteHat Security, said unlike Eastern
European crime syndicates which pose financial security threats, Wi-Fi hotspot hackers are usually
after data.

"They want your data," Grossman said. "If you log into your bank to do a financial transaction, of
course they'll steal money. But they're after data."

Beth Jones, senior threat researcher at security antivirus firm Sophos, said while these attacks can
happen anywhere, web criminals like to choose hot spots like airports because it's easier to catch
people off-guard. In certain airports with shops before security checkpoints, a hacker is able to set up
an attack without even buying a ticket. "You can't spot a hacker, it could be someone next to you, it
could be someone in the parking lot. They'll set up a hot spot with a very similar name to the official
one, and if you're not paying attention, you could easily step into one of those and they'll start
monitoring your traffic," Jones said.

Recently, Jones said she was at Boston's Logan International Airport and logged into her computer to
sign onto the official airport Wi-Fi. She said she noticed there was another Wi-Fi network called, "Logan
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Airport Free Wi-Fi."

"I know for a fact they don't offer free Wi-Fi, so that's not their log-in. But I wonder how many people
thought it was, and logged in," Jones said.

The experts agree there are a number of ways to avoid falling victim to Wi-Fi hotspot malware.
Grossman said the simplest way is what he calls the "paranoid approach."

"Don't log in somewhere that has data that you can't afford to lose. Only surf the web on safe sites that
are encrypted. Facebook, Gmail - those aren't encrypted entirely, so avoid logging into them,"
Grossman said.

Another suggestion by all three experts was to connect over a VPN (virtual private network) either
through work or a home office. This routes all the traffic to a private network, where much of the data is
still out in the open, but it's obviously in safe hands.

Grossman also suggests users make sure they are running an upgraded browser. "Don't use IE
(Internet Explorer) 6, use Google Chrome, IE 8 or Firefox. In my experience that's the most important
thing you can do. Browsers are the gateway," Grossman said.
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